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Computers are Everywhere!
● SmartPhone

● Autonomous Car

● SmartGrid

● SmartBuilding

● Internet of Things

● Industry 4.0







Screenshot of teach pendant + formatted code snippet on the side



They are already meant to be connected



Attack surface

USB port

LAN

Radio

Services:
Well-known (FTP) + 

custom (RobAPI)



Interconnected

Flexibly 
programmable Remotely

exposed



Connected?

Do you consider
cyber attacks

against robots a
realistic threat?



Do you consider
cyber attacks

against robots a
realistic threat?



What
consequences

do you foresee?



What are the most
valuable assets

at risk?



impact is much more 
important than the 

vulnerabilities alone.



Requirements: "Laws of Robotics"

Safety

Accuracy

Integrity



violating any of these 
requirements

via a digital vector

Robot-Specific Attack

Safety

Accuracy

Integrity



Robot Specific Attacks

Safety

Integrity

Attacks

Accuracy

Control Loop Alteration

Calibration Tampering

Production Logic Tampering



is there any 
vulnerability? 



Update problems

FlexPendant

Axis Computer

Microcontrollers

FTP? Credentials? Any credential is OK during boot!

ABBVU-DMRO-124644



FTP GET /command/whatever read, e.g., env. vars

FTP PUT /command/command execute “commands”

shell reboot

shell uas_disable

+ hard-coded credentials? → remote command execution

Enter /command

ABBVU-DMRO-124642



Ex. 1: RobAPI

•Unauthenticated API endpoint

•Unsanitized strcpy()

→ remote code execution

Ex. 2: Flex Pendant (TpsStart.exe)

•FTP write /command/timestampAAAAAAA…..AAAAAAA

• file name > 512 bytes ~> Flex Pendant DoS

Buffer overflows

ABBVU-DMRO-124641, ABBVU-DMRO-124645



Connected





Ethernet Wireless



WAN



Not so many...
(Shodan+ZoomEye+Censys)

Remote Exposure of Industrial Robots

Search Entries Country

ABB Robotics 5 DK, SE

FANUC FTP 9 US, KR, FR, TW

Yaskawa 9 CA, JP

Kawasaki E Controller 4 DE

Mitsubishi FTP 1 ID

Overall 28 10



Remote Exposure of Industrial Routers

...way many more!

Unknown which routers are actually robot-connected



Typical Issues

Outdated Software Components

●Application software (e.g., DropBear SSH, BusyBox)

●Libraries (including crypto libraries)

●Compiler & kernel

●Baseband firmware



Bottom line
Connect your robots with care

(follow security best practices & your robot vendor’s guidance)



Conclusions



Takeaways

Things are Vulnerable

Connect with Care

Do not blindly trust all the components



Hints on Countermeasures

Short term
Attack detection and deployment hardening

Medium term
System hardening

Long term
New standards, beyond safety issues



Mario Polino
mario.polino@polimi.it

Papers, slides, and FAQ
http://robosec.org

Questions?

http://robosec.org


https://drive.google.com/file/d/0B2K7r1g-VwCCLTUtMjJYenM3YzQ/view

